Nnited Dtates Senate

WASHINGTON, DC 20510

November 1, 2017

The Honorable Nikki Haley

Permanent U.S. Representative to the United Nations
United States Mission to the United Nations

799 United Nations Plaza

New York, N.Y. 10017

Dear Ambassador Haley:

We write to urge you to continue expanding efforts to hold North Korea accountable with
the international community through the United Nations Security Council (UNSC). As a
permanent member of the UNSC, the United States plays a leading role in developing and
passing increasingly stronger resolutions to restrict North Korea’s exports in an effort to exact
international economic pressure on this rogue regime for its nuclear ambitions. While these
resolutions continue to make it more difficult for North Korea to fund its nuclear program, we
must also consider lucrative funding streams beyond its exports, including revenue it reaps from
cyberattacks. Of the eight UNSC resolutions related to North Korea passed since 2006, none
have specifically addressed its use of cyberattacks that wreak international havoc. As such, we
urge you to work with members of the UNSC to pass a resolution to more aggressively deter and
punish North Korea’s cyberattacks in order to cut off this illicit funding stream.

Recent estimates indicate that North Korea’s cyberattacks provide the North Korean
government with as much as $1 billion per year — a staggering figure equivalent to one-third of
the country’s exports. North Korea’s ransomware attacks and cyberattacks on banks around the
world are producing funding streams that we must cut off immediately. Tough rhetoric must be
backed up by practical measures that make it clear to North Korea that their behavior cannot
continue. North Korean hackers often operate from abroad, notably in China as they rely on its
internet structure. As such, we must do more to confront those countries who enable North Korea
and incentivize them to crack down on North Korean hackers and prevent access to their
networks.

As the targets of these attacks and the impacts of these heists reverberate around the world,
the international community must work together to combat them. For instance, last year the
Lazarus Group, a North Korean-linked cybercrime ring, stole $81 million from a Bangladesh
Central Bank account at the New York Federal Reserve, which would have been $1 billion
except for a spelling error. They have been tied to the WannaCry attack earlier this year that
impacted over 200,000 victims in 150 countries, as well as the Sony attack in 2014. Last month
they were also linked to a $60 million theft from a Taiwanese bank. Without stronger
condemnation and efforts to limit North Korea’s cyber abilities, these attacks will continue
unabated.



As a world leader, the United States must do everything in its power to choke off any flow
of funding to North Korea to prevent it from advancing its nuclear weapons program. As the
international community has begun to unite its position on this issue, we urge you to use this
opportunity to identify and address cyber concerns in an effort to more aggressively pursue
North Korea’s finances. We look forward to working with you on this important national
security issue.

Sincerely,
RICHARD BLUMENTHAL i M. MICHAEL ROUND
United States Senate ; United States Senate
ELIZABETH WARREN JOHN BARRASSO
United Ptates Senate United States Senate

DAVID A. PERDUE

United States Senate United States Senate
it Ltlibend A b
KIRSTEN GILLIBRAND AMY quo CHAR
United States Senate United StaT‘éS" enate
s

AL FRANKEN
United States Senate ited States Senat

s e th

TED CRUZ — MARCO RUBIO
United States Senate United States Senate




B Nien

BILL NELSON
United States Senate




